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Abstract 
Blockchain technology is one of the most contemporary and disruptive technologies in the world. It has 
gained considerable attention in numerous applications such as financial services, cybersecurity 
applications, Internet of Things (IoT), network data management. Now its range of applications is beyond 
the financial services as healthcare industry has also adopted blockchain technology in its various 
subdomains such as Electronic Health Records (EHR), medical supply chain management system, genomic 
market, neuroscience technology, clinical research, and pharmaceutical medicine. Blockchain is considered 
a secure and viable solution for storing and accessing patients medical records and the patients can 
diagnosed and treated with safe and secure data sharing. Blockchain technology will revolutionize the 
healthcare systems with personalized, authentic, and secure access to the clinical data of patients and that 
data can be used for further health improvements and clinical researches. In this paper, we conduct a 
contemporary research on existing applications and developments in healthcare industry with the use of 
blockchain technology. We also discuss some robust applications and various existing companies that are 
using blockchain solution for securing their data along with some current challenges and future 
perspectives. 
Keywords: Blockchain, Healthcare, Clinical data, Security, Privacy, Transparency, Immutability, data 
exchange, Interoperability, Authentication, Genome, Biomedical, Electronic Health Records, Medicine. 
 
1. Introduction 
With the growth of population, the healthcare system and services are considered one of the top 
priorities in the modern society to provide better health facilities to the people. Data (medical records 
laboratory test reports, bill payments, clinical trials) generation rate in the healthcare industry is higher than 
any other industry. In the past, paper-based medical records were used as a repository of data and 
information about patients and were reviewed by various staff members for different purposes. These 
records were accessible by only one user at a time and the management of records in a systematic way was 
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difficult. Digital transformation of healthcare records with electronic methods and techniques improves 
data management in the healthcare industry. 
In the healthcare industry and clinical centers, security, privacy, and scalability of health records 
storage and sharing is highly imperative as the diagnosis and proper health decisions about the patient 
condition depend on their accurate data. The data shared by clinical practitioners for proper follow-ups of 
the patients must be transferred with privacy and data must be up-to-date according to the health conditions 
of the patients. Telemedicine and e-health services are also the most prominent domain of healthcare where 
data is transferred to the care professionals to diagnose and treat patients on remote locations using 
telecommunication technologies [1], [2]. Telemedicine is the striking evolution and has become an 
important part of healthcare infrastructure. Security, sensitivity, and privacy in these online patient 
monitoring can be a major challenge due to the sensitive data of patients. Thus, healthy and accurate 
communication between patients and physicians is directly linked with the accurate and secure data 
transactions [3]–[5]. 
Moreover, interoperability among the healthcare industry and various research organizations is the 
greatest challenge to be overcome for successful and secure data exchange. The constraints between a 
healthy collaboration of parties involved in data exchange are the variety like clinical records, various data-
sharing agreements, the sensitivity of data, and some ethical policies and these aspects are imperative to be 
addressed while practical data exchange among different entities. Many kinds of research have been 
conducted in the past few years and the contemporary solutions to the healthcare industry are proposed with 
latest technologies such as Artificial Intelligence [6], Internet of Things (IoT) [7], machine learning, deep 
learning, and computer vision for more efficient and robust healthcare infrastructure for the betterment of 
human beings.  
Among all these technologies, blockchain technology has a remarkable impact to provide more 
safe and secure healthcare infrastructure including healthcare record-keeping service [8], [9], biomedical 
field, medical supply chain management [10], telemedicine [5], genome data [11], and e-health data sharing 
services. Blockchain is the buzzword of the year and this technology slowly emerges from banking to the 
supply chain logistics [12]. In healthcare infrastructure, blockchain provides massive opportunities to lead 
the digital transformations of medical records, pharmaceuticals supply chains, and smart contracts for 
payment distribution and plenty of other methods to leverage this technology in the healthcare industry. As 
one of the most important features of a hospital is the health record of patients and electronic health records 
are the backbone of every modern healthcare center. But the medical records of patients grow longer with 
each visit to the doctor and become more complex. Every doctor and hospital has different methods to store 
these records, but this is not easy for healthcare providers to obtain them.  
There are some companies such as the Patientory, MEDIBLOC, and MEDICALCHAIN aimed to 
solve this problem. The goal of these companies to give patients authority over the entire medical history 
and to provide one-stop access to it for the patients and physicians while inherently bringing data security 
to the field as well. Medical supply chains are also an important part of the healthcare system as the pharma 
industry has higher standards for product safety, security, and stability. Supply chain management with 
blockchain can be monitored securely and transparently by reducing time delays and human mistakes. It 
can also be used to monitor costs, labor, and even ways to emission of every point in the supply chain. It 
can be used to verify the authenticity of the products by tracking them from their origin combating the 
market that costs 2 hundred billion dollars in losses to the market annually. Companies like CHRONICLED, 
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BLOCKPHARMA, and modum are working towards more efficient logistics solutions. The genomics 
market is also using blockchain technology like the companies EncrypGen (A genomic blockchain network) 
and NEBULA GENOMICS are building blockchain platforms where people can share their genomic data 
safely and securely. These companies aimed to use blockchain to enhance data protection and enable buyers 
to efficiently acquire genomic data. These companies are just a few of these dozens of startups that aimed 
to use blockchain to disrupt the healthcare industry. 
Blockchain is a distributed ledger with a growing list of records in the form of a chain of blocks 
that are linked with each other using cryptographic algorithms. Each block in the network is connected via 
the cryptographic hash value of its previous block and every block has a copy of transaction data. 
Blockchain follows a peer-to-peer network and has a potential edge to revolutionize the digital world with 
its key elements such as decentralization, transparency, anonymity, immutability, autonomy, and open-
source access. These key elements are depicted in the following Figure 1: 
 
Figure 1: key Elements of Blockchain 
All the transactions in the blockchain network are approved with the consensus process. Consensus 
in the network acts as an agreement among all nodes to validate the new blocks in the chain. However, 
Blockchain is a system where multiple connected computers maintain a secure and updated distributed 
ledger without any central authority. The P2P network of blockchain transactions is depicted in Figure 2 
with a flow diagram: 
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Figure 2: Transaction Flow of Blockchain's P2P Network 
Blockchain has the potential to secure healthcare and medical data with the salient features of 
security and privacy over the distributed network. The clinical and medical data stored on a secure 
blockchain is beneficial for patients for their regular treatment and follow-ups with their physicians even in 
distant locations. The confidential data of patients become secure for their privacy and reliable for 
physicians for further improvements in healthcare applications and diagnosis.  
In this paper, we will conduct contemporary research on the existing applications of blockchain in 
healthcare and medicine. The rest of the paper is organized as follows: Section 2 describes the related work 
done in healthcare industry with the integration of blockchain technology. Section 3 describes various 
applications of blockchain technology in healthcare and medicine industry. Section 4 gives an overview of 
companies using blockchain as a solution in terms of validating and maintaining their privacy and security 
via blockchain. Section 5 presents some current challenges faced in healthcare and medicine while using 
blockchain at a large scale. Section 6 highlights some future perspectives of blockchain technology in the 
healthcare industry. Section 7 concluded the paper followed by References section.  
2. Related Work 
The Healthcare industry is looking to adopt the blockchain technology in their healthcare 
applications for many years and is being researched in many previous studies. Private Blockchain is the 
best way to monitor and store the healthcare records with safety and security. A personalized healthcare 
method based on a private blockchain named Healthcare Data Gateway (HDG) was introduced in [13] 
where patients can access, monitor, and manage their records independently. In [14] a public blockchain 
with secure encryption methods was demonstrated for storing the health records of patients with security. 
In this approach, data was stored in encrypted codes and stored publically to the blockchain network where 
patients were enabled to access and monitor their records. A private blockchain based on Ethereum was 
proposed in [15] to implement safe and secure medical sensors and secure remote monitoring of patients in 
distant locations. This approach was used by practitioners to track the status of their patients with real-time 
monitoring to maintain a safe and up-to-date record of patients.  
   To manage and share a patient’s medical records, another study [16] proposed a framework based 
on the integration of blockchain and cloud storage. This proposed scheme was used to achieve the safe and 
secure storage and exchange of personal medical data and information of patients. The suggested approach 
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was used to give patients complete access and control to their records without the involvement of any third 
party. To evaluate the status of diseases in patients, a blockchain framework was proposed in [17] that used 
parallel execution and artificial healthcare systems to assess the overall condition, diagnosis, and treatment 
process of the patients. The therapeutic procedures were analyzed then through parallel executions and 
computational trials for making an appropriate decision about patient health conditions according to their 
disease. The suggested system was tested on real and artificial healthcare systems to test the accuracy of 
diagnosis and effectiveness of recommended treatment. In [18] a unique blockchain-oriented platform 
BloCHIE was developed for healthcare data and information exchange. The suggested platform 
implemented blockchain in various contexts to handle the requirements of personal data records and 
electronic healthcare records. To check the validity of the platform in terms of authenticity and privacy, 
they verified the platform with on-chain and off-chain verification systems.  
 Blockchain technology is encouraged to be adopted as a mechanism for sharing medical data 
among clinical specialists and healthcare providers with improved privacy, and security. A blockchain 
mechanism was proposed in [19] as an innovative architecture for the saving and maintaining the electronic 
health records of patients to protect their sensitive data and to address critical data security issues by 
implementing a blockchain software infrastructure throughout a hospital system. Blockchain technology 
has also proved its existence with the great potential in biomedical research, clinical data domains, and 
medical supply chain management. With the utilization of blockchain technology, clinical agreements, 
plans, and protocols can be stored on a blockchain network before commencing a clinical examination and 
the sensitive data related to clinical trials becomes up-to-date, secure, and publicly transparent. Smart 
contracts in the blockchain can also be deployed, replicated, and executed within various phases of clinical 
research to ensure transparency in the network.  In [20] a blockchain-based telemonitoring framework was 
proposed for the diagnosis and treatment of cancer tumors for patients in remote locations. The suggested 
framework used smart contracts along with blockchain for ensuring the validity and security of the patient’s 
data at specialized medical centers as well as in their homes. A blockchain-based method called DermoNet 
is suggested in [21] for the assistance of dermatology patients with online dermatological consultation 
mechanisms through teledermatology monitoring. ProActive Aging is a blockchain-based platform 
proposed in [22] to support the active living of aging people. Blockchain technology can be an ideal and 
well-suited choice for extensive medical treatment processes, such as chronic diseases, surgical operations, 
and aging. Moreover, pharmaceutical industries, drug manufacturers, and biomedical researchers are 
adopting blockchain to conduct advanced research at the genomic level in the healthcare industry. 
3. Applications of Blockchain in HealthCare 
Blockchain technology was originally implemented in banking and finance applications in the form 
of cryptocurrencies, but over time its potential has expended in various domains including healthcare and 
biomedical field [23]. The utilization of blockchain technology in the healthcare domain can be viewed in 
Electric Health Records (EHR), medical supply chain management, clinical research and development, 
genomic market, pharmaceutical medicine, neuroscience studies, biomedical development, and 
Telemedicine and E-Healthcare. Blockchain provides a stable and secure mechanism to store and share data 
in all sub-domains of the healthcare industry so that stored data can be used for different types of 
transactions and experiments by physicians and healthcare providers. Application of blockchain in the 
healthcare industry is discussed below in the light of some contemporary researches in the healthcare 
industry and depicted in Figure 3: 
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Figure 3: Applications of Blockchain in Healthcare System 
 
3.1. Electronic Health Records (EHR)   
The need for digitization in healthcare records is increased over the past decade as medical 
practitioners and healthcare providers need easy access to patient data for quick decision making. Electronic 
health records (EHR) are the digital version of data and these records are available at any time with 
enhanced security to authorized healthcare providers. EHR contains a patient’s medical history, diagnosis 
reports, medication details, and treatment plans, laboratory and test results, etc. The most common 
application of blockchain in healthcare systems is in the electronic health records to make data more secure 
and reliable.  
The limitation even in electronic health records before blockchain technology was the data of 
patients were scattered among various healthcare providers according to the situation of patients and the 
past data was not accessible even in EHR systems [24]–[26]. Blockchain is suggested by many researchers 
as a unique solution for storing patients' EHRs to keep their history and current information secure for a 
lifetime and can be retrieved at any time. 
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 For providing an up-to-date and immutable record history of patients, a prototype “MedRec” was 
proposed in [27] that has different blockchain perks for managing authentication, integrity, security, 
confidentiality, and sharing of data records. This prototype works under a decentralized management 
system and ensures that the patients should have an immutable and easy-to-access history of their medical 
data that they can easily share with their various healthcare providers for treatments. Medical data sharing 
can become critical with some limitations while implementing records with EHR, such as loss of control 
over records, data provenance issues, and data trailing. To overcome these limitations, a blockchain-based 
platform named MeDShare was introduced in [28] for the secure and trustless exchange of data and 
electronic health records among different cloud service providers, healthcare physicians and research 
entities with improved data provenance and privacy.  
 For sharing of healthcare data with safety and security, a blockchain and MedRec-based approach 
was implemented where signcryption and attribute-based authentication methods were used for secure 
sharing of data in [29]. For the storage and processing of heterogeneous medical data, in another study [30] 
a blockchain-based framework is proposed for storing and managing heterogeneous electronic medical 
records with security and accuracy in a Cloud environment. Secure access to medical data by various 
entities is also imperative and is addressed in [31] where an Ethereum-based blockchain framework named 
Ancile with smart contracts was proposed for secure, and efficient access to medical records by various 
entities including patients, healthcare providers, and third parties. Another study [32] has proposed a 
blockchain-oriented authorization method called GAA-FQ (Granular Access Authorization supporting 
Flexible Queries) with granularity control.  
3.2. Medical Supply Chain 
The drug supply chain is one facet of the pharma landscape where blockchain can benefit from the 
unique characteristics and key principles of technology. The pharmaceutical supply chain is considered 
most prominently while deploying technology-driven solutions and use cases [33]. The counterfeit and fake 
global market is reaching up to $200 billion per year [34] and counterfeit medicines are a great troublesome 
as the global black market is providing such drugs to people without the ethical permissions. The risk of 
human life due to counterfeit drugs and medicines is increasing and cannot be underestimated. 
Counterfeiting is a significant problem within the pharmaceutical industry and must be considered an 
alternative solution to this problem. Blockchain technology has the potential to support supply 
chain transformation in the healthcare industry to reduce fraud with anti-counterfeiting systems and better 
management of quality in the manufacturing and distribution of pharmaceutical products and medicines. 
Blockchain-based approaches offer the potential to track the whole lifecycle of drugs and medicines 
down to a single dose from making and distributing products like pharmaceuticals. Blockchain technology 
for secure digital marking of pharmaceutical products to provide a secure and reliable track of products 
throughout their lifecycle is already deployed by various companies such as Blockpharma, TIERION, 
CHRONICLED, Centers for Disease Control and Prevention (CDC). 
3.3. Clinical Research and Development 
Data privacy, integrity, sharing, record keeping, patient enrolling is a very sensitive feature in 
clinical trials and various issues of privacy and security may arise [35]. Blockchain provides viable 
solutions to these problems as being the next internet generation [36]. Many healthcare researchers are 
working on resolving the limitations and issues in clinical records with the help of blockchain technology 
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[37], [38]. The healthcare industry will be more revolutionized with the applications and integration of 
blockchain, artificial intelligence (AI) and machine learning techniques. In [37], a permissioned Ethereum 
protocol with smart contract functionality [38], [39] is used for clinical data management in systems to 
address the issue of the patient enrollment. The Ethereum protocol is quicker in transactions as compared 
to bitcoin, and they proposed the use of Ethereum smart contracts for transparency and security of data 
management systems in clinical trials and researches. Therefore, patient enrolment using blockchain is one 
of the prominent existing applications of this technology in clinical research and trials. Another research 
was conducted [40] where a blockchain-based framework was implemented to track and store the informed 
consent of patients with security. These records will be secure, publicly verifiable, and unfalsifiable.  
3.4. Genomic Market 
Human genomic projects are generating a large volume of genomic data that is extensively used in 
the field of biotechnology and medical research. However, there is also a rapid increase in the throughput 
of gene sequencing technologies and scientists are enable to expedite the genome sequencing process to 
achieve significant cost benefits from it. It is estimated that around 15 % of people in the world’s population 
will have their genome sequenced by 2025 and this generated data will be in zettabytes. However, no 
reliable and secure data resources are available to store a large volume of genomic and clinical data. So 
there is a need for such tools and technologies that can help in the processing and analysis of genomic data 
and can be easily accessible by physicians, scientists, pharmaceutical companies and other healthcare 
providers.  
The blockchain technology has emerged as an appropriate and contemporary solution for storing 
and exchanging genomic data with safety and security. According to a report [41], the global blockchain in 
genomic market analysis grows at a CAGR of 66.42% during 2019-2029. In [42] to generate and access 
genomic data with privacy-preserving and decentralized methods that is blockchain is suggested with some 
highlighted recent challenges. In another study [43] current developments using blockchain technology to 
solve the genomic data issues are introduced and possible future implications are also highlighted. Various 
companies are using blockchain technology in genomic data generation and storage such as Nebula 
Genomic, EncrypGen, Doc.AI, Health Nexus, Luna Coin, zenome.io. 
3.5. Pharmaceutical Medicine 
The pharmaceutical and medicine sector is the largest growing and leading sector in the healthcare 
industry. The pharmaceutical sector introduces new and potential medicines and drugs with contemporary 
researches on various health conditions of patients to provide the appropriate medication in time. It also 
assists to ensure the safety and validity of medicines and drugs sold out to the end-users. The pharmaceutical 
sector also helps in the evaluation and processing [44] of safe drugs and medicines for quick recovery of 
patients.  
 In some usual cases, drugs and medicine companies cannot track their medical product timely, as 
sometimes the drugs have compromised with counterfeiters or fake drugs are invaded in the system. The 
production and distribution of fake medicines and drugs by counterfeit markets is a global risk to the health 
of people. Blockchain has the potential to evaluate, monitor, and ensure the safety and security in the 
production of potential drugs and medicines. In [45] a counterfeit medicine project based on Hyperledger 
blockchain was introduced for the inspection of the production of counterfeit drugs and medicines. For the 
effective delivery of reliable and authentic medical products to the patients, it is imperative to monitor, 
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evaluate, and ensure the complete process of development and supply of pharmaceutical drugs and 
medicines. For the authenticity of delivered medicines and preventing counterfeit drugs, a digital drug 
control system (DDCS) provides a durable solution in the market. Some pharmaceutical companies such as 
Sanofi, Pfizer, and Amgen launched a combine pilot project with blockchain-based DDCS to inspect and 
evaluate new drugs [46]. Blockchain has the potential to track the production and location of the drugs and 
medicines at any time and it also used for improved traceability of fake and falsified drugs [47]. This 
technology also ensures the security of drug supply [48] and guarantees the quality and standard of supplied 
drugs to the end-users. 
3.6. Neuroscience Studies 
Neuroscience is also an emerging discipline in the healthcare industry and is being investigated and 
new neural technologies are seeking new paradigms for controlling data and devices with brain commands 
without mechanical interactions [49]. These neural devices interpret the patterns of the brain and translate 
them into useful instructional commands that are further used for controlling the external devices. These 
devices also monitor the condition of the brain of a person based on their data in the brain. This special task 
of reading and translating signals of the human brain is solved with neural interface devices that use several 
sensitive sensors, computing chips, and wireless communication medium. These devices read the electrical 
signals in the brain that are further transmitted to the controlled equipment that is a device placed on the 
head of a person. There are complex algorithms and big data analysis behind all this neural process and 
they are aimed to use blockchain technology to store these brain signals in the neural interface device. 
 Blockchain technology is expected to use in the form of information technology in several 
neuroscience applications such as brain augmentation, brain simulation, and brain thinking. Digitizing and 
storing all the brain data requires a medium to store that data with security and reliability and blockchain 
technology provides the facility of brain data storage. 
4. Use Cases of Blockchain 
Blockchain technology is being used by healthcare providers for the sake of security and privacy. 
Several healthcare organizations are using digital technology to manage their health records for providing 
an efficient, robust and transparent healthcare system. Blockchain provides the best solution to the data 
security and management in the healthcare system as secure data with cryptographic codes that are complex 
to be stolen or misused. The decentralized nature of blockchain architecture enables doctors, patients, and 
other healthcare providers to access the same information and records once saved in the blockchain ledger 
safely and quickly. There are various healthcare organizations using blockchain in healthcare security, 
medical records, medical supply chain, and genomic market for keeping their infrastructure incorruptible 
and transparent. 
Table 1: Use cases of Blockchain in Various Companies 
Healthcare 
Domain 
Organization Industry Description White 
Paper 
 
 
 
BurstIQ Big Data, 
Cybersecurity 
Blockchain for Safe and secure 
management of patient records 
with HIPAA rules 
[50] 
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Health 
Security 
MedicalChain Electronic 
Health Record, 
Medical 
Maintains the integrity of 
health records with a single 
point of truth. 
protects patient identity 
[51] 
Factom IT, Enterprise creates products for securing 
digital records 
Blockchain for securing digital 
health records 
[52] 
Guardtime Cybersecurity, 
Blockchain 
Helps healthcare companies 
and governments to implement 
blockchain into their 
cybersecurity methods 
[53] 
 
 
 
 
 
 
 
 
 
Medical 
Records 
Coral Health Healthcare, IT Blockchain to accelerate the 
care process, automate 
administrative processes and 
improve health outcomes.  
[54] 
Patientory Blockchain, 
Cybersecurity, 
Healthcare, 
End-to-end encryption ensures 
that patient data is shared safely 
and efficiently.  
[55] 
ROBOMED Blockchain, 
Medicine 
Combines AI and blockchain to 
offer patients a single point of 
care 
[56] 
SimplyVital Health AI, Blockchain, 
Enterprise 
Software, 
Nexus Health platform is an 
open-source database that 
allows healthcare providers, on 
a patient’s blockchain, to 
access pertinent information. 
[57] 
 
 
 
 
 
 
 
 
 
Medical 
Supply 
Chain 
Blockpharma Blockchain, 
Pharmaceutical
s, Supply Chain 
offers a solution to drug 
traceability and counterfeiting 
with the help of a blockchain-
based SCM system 
[58] 
TIERION SaaS, 
Blockchain 
The company uses blockchain 
timestamps and credentials to 
maintain proof of ownership 
throughout a medical supply 
chain. 
[59] 
CHRONICLED Blockchain, 
Supply Chain 
Management 
Builds blockchain networks 
that demonstrate chain-of-
custody help pharma 
companies make sure their 
medicines arrive efficiently, 
and they enable law 
enforcement to review any 
[60] 
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suspicious activity like drug 
trafficking 
Centers for Disease 
Control and 
Prevention (CDC) 
Government 
Agency, 
Healthcare, 
Security 
 
Uses blockchain to monitor 
diseases in a supply chain-like 
manner 
[61] 
 
 
 
 
 
 
Genomic 
Market 
Nebula Genomic Biotechnology, 
Genetics 
Using distributed ledger 
technology to eliminate 
unnecessary spending and 
middlemen in the genetic 
studying process. 
[62] 
EncrypGen  Blockchain, 
Data-Sharing 
Gene-Chain blockchain-
backed platform that facilitates 
the searching, sharing, storage, 
buying and selling of genetic 
information 
[63] 
Doc.AI AI, Blockchain, 
Medical, 
Software 
Uses machine intelligence, like 
AI, to decentralize medicine on 
the blockchain 
[64] 
 
5. Challenges  
Blockchain technology is an emerging technology and is being used in various sectors with its potential 
benefits and opportunities to revolutionize the digital world. But the technology is still immature and has 
its challenges that should be considered to solve in the future implementations. Here we have some major 
challenges discussed here as under: 
Interoperability: Blockchain has the major issue of interoperability. As interoperability enables multiple 
users to send and share data and transactions in the network without any intermediary, but sometimes 
standards are ignored in the building of blockchain to get more freedom in the network and this causes 
interoperability and communication issues in the blockchain network. 
Uncertainty: The blockchain concept is still young and cannot be used without certain specifications and 
surety. At this time a few successful initiatives are utilizing this modern technology. This challenge is 
imperative to consider for the successful implementation of blockchain in uncertain situations. 
Storage Capacity: In the healthcare industry, there is a massive amount of medical data, images, 
documents, and lab results and it requires a significant space for storing all these types of data. Every node 
in the blockchain network has a copy of all records, this can lead to the shortage of storage capacity of 
current blockchain technology. 
Cost: The cost establishment and maintenance of healthcare records using blockchain is unknown to many 
of the organizations and no one can adopt the technology without knowing the exact cost and expenses.  
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Some common strengths, weaknesses, opportunities, and threats of blockchain technology with the 
healthcare industry are depicted in Figure 4 with a SWOT analysis technique.  
 
 
Figure 4: SWOT Analysis of Blockchain in Healthcare 
6. Future Perspectives 
Blockchain technology offers several benefits and future perspectives in the healthcare and 
medicine industry. With the revolutionized healthcare system, blockchain reduces the cost of monitoring, 
evaluating, and configuring the sensitive medical data without any central authority as a middleman. The 
future of clinical data can be more secure and reliable where all the records of patients will be available to 
all the entities involved in the healthcare research and development. 
The records stored on the distributed ledger of blockchain will provide a transparent history of 
patients, so the doctors will not require an honest history of patients form themselves as they have on the 
ledger without any errors. Patients will also have complete access to their records and they will be free to 
share their data with various healthcare providers to make better recommendations about their health 
condition.  
7. Conclusion 
Blockchain technology has potential applications to overcome various challenges faced by the 
healthcare industry. The strongest potential of blockchain technology is to provide security, integrity, 
decentralized access to the patients’ records, availability of records and authentication of accurate data 
storage due to its salient features of decentralization, immutability, transparency, and interoperability. The 
utilization of blockchain in the healthcare industry has many benefits for several individuals including 
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patients, doctors, physicians, healthcare providers, clinical researchers, external healthcare entities, 
biomedical and neurology experts. They can easily disseminate a large amount of data, share clinical data 
and results, and can communicate and recommend their patients and other entities involved in the healthcare 
system with security and privacy. Blockchain integration with clinical research and development will open 
new research dimensions in the biomedical field. In pharmaceutical medicine and supply chain of drugs 
and medicines, blockchain will provide safe, secure, and reliable production, storage, and distribution of 
authentic drugs for better and timely diagnosis and treatment of patients according to their conditions. 
However, Neurology is still at the experimental stage and less work is done practically with blockchain 
integration in the brain studies. The blockchain would certainly benefit in the storage of brain data with 
transparency and immutability as the brain data is more sensitive and need to be handle with care. 
Consequently, the blockchain technology in healthcare applications will engage entities and individuals to 
improve their quality of life with privacy and reliability.  
8. References 
[1] M. S. Houston et al., “Clinical Consultations Using Store-and-Forward Telemedicine Technology,” 
Mayo Clinic Proceedings, vol. 74, no. 8, pp. 764–769, Aug. 1999, doi: 10.4065/74.8.764. 
[2] “Development of cost-effective tele-monitoring system for remote area patients - IEEE Conference 
Publication.” https://ieeexplore.ieee.org/abstract/document/8338646 (accessed Mar. 29, 2020). 
[3] C. Castaneda et al., “Clinical decision support systems for improving diagnostic accuracy and 
achieving precision medicine,” Journal of Clinical Bioinformatics, vol. 5, no. 1, p. 4, Mar. 2015, 
doi: 10.1186/s13336-015-0019-3. 
[4] P. Zhang, J. White, D. C. Schmidt, G. Lenz, and S. T. Rosenbloom, “FHIRChain: Applying 
Blockchain to Securely and Scalably Share Clinical Data,” Computational and Structural 
Biotechnology Journal, vol. 16, pp. 267–278, Jan. 2018, doi: 10.1016/j.csbj.2018.07.004. 
[5] M. Berman and A. Fenaughty, “Technology and managed care: patient benefits of telemedicine in a 
rural health care network,” Health Economics, vol. 14, no. 6, pp. 559–573, 2005, doi: 
10.1002/hec.952. 
[6] K. Salah, M. H. U. Rehman, N. Nizamuddin, and A. Al-Fuqaha, “Blockchain for AI: Review and 
Open Research Challenges,” IEEE Access, vol. 7, pp. 10127–10149, 2019, doi: 
10.1109/ACCESS.2018.2890507. 
[7] M. S. Ali, M. Vecchio, M. Pincheira, K. Dolui, F. Antonelli, and M. H. Rehmani, “4-Applications 
of Blockchains in the Internet of Things: A Comprehensive Survey,” IEEE Commun. Surv. 
Tutorials, vol. 21, no. 2, pp. 1676–1717, 2019, doi: 10.1109/COMST.2018.2886932. 
[8] A. Azaria, A. Ekblaw, T. Vieira, and A. Lippman, “MedRec: Using Blockchain for Medical Data 
Access and Permission Management,” in 2016 2nd International Conference on Open and Big Data 
(OBD), Aug. 2016, pp. 25–30, doi: 10.1109/OBD.2016.11. 
[9] J. Zhang, N. Xue, and X. Huang, “A Secure System For Pervasive Social Network-Based 
Healthcare,” IEEE Access, vol. 4, pp. 9239–9250, 2016, doi: 10.1109/ACCESS.2016.2645904. 
[10] “Leveraging Blockchain Technology to Enhance Supply Chain Management in Healthcare: | 
Blockchain in Healthcare Today.” 
https://www.blockchainhealthcaretoday.com/index.php/journal/article/view/20 (accessed Mar. 02, 
2020). 
[11] H. I. Ozercan, A. M. Ileri, E. Ayday, and C. Alkan, “Realizing the potential of blockchain 
technologies in genomics,” Genome Res., vol. 28, no. 9, pp. 1255–1263, Sep. 2018, doi: 
10.1101/gr.207464.116. 
[12] K. Korpela, J. Hallikas, and T. Dahlberg, “Digital Supply Chain Transformation toward Blockchain 
Integration,” Jan. 2017, doi: 10.24251/HICSS.2017.506. 
14 
 
[13] X. Yue, H. Wang, D. Jin, M. Li, and W. Jiang, “Healthcare Data Gateways: Found Healthcare 
Intelligence on Blockchain with Novel Privacy Risk Control,” J Med Syst, vol. 40, no. 10, p. 218, 
Aug. 2016, doi: 10.1007/s10916-016-0574-6. 
[14] “9-16-drew_ivan_20160804_blockchain_for_healthcare_final.pdf.” . 
[15] K. N. Griggs, O. Ossipova, C. P. Kohlios, A. N. Baccarini, E. A. Howson, and T. Hayajneh, 
“Healthcare Blockchain System Using Smart Contracts for Secure Automated Remote Patient 
Monitoring,” J Med Syst, vol. 42, no. 7, p. 130, Jun. 2018, doi: 10.1007/s10916-018-0982-x. 
[16] Y. Chen, S. Ding, Z. Xu, H. Zheng, and S. Yang, “Blockchain-Based Medical Records Secure 
Storage and Medical Service Framework,” J Med Syst, vol. 43, no. 1, p. 5, Nov. 2018, doi: 
10.1007/s10916-018-1121-4. 
[17] “Blockchain-Powered Parallel Healthcare Systems Based on the ACP Approach - IEEE Journals & 
Magazine.” https://ieeexplore.ieee.org/abstract/document/8449329 (accessed Mar. 29, 2020). 
[18] S. Jiang, J. Cao, H. Wu, Y. Yang, M. Ma, and J. He, “BlocHIE: A BLOCkchain-Based Platform for 
Healthcare Information Exchange,” in 2018 IEEE International Conference on Smart Computing 
(SMARTCOMP), Jun. 2018, pp. 49–56, doi: 10.1109/SMARTCOMP.2018.00073. 
[19] J. Vora et al., “BHEEM: A Blockchain-Based Framework for Securing Electronic Health Records,” 
in 2018 IEEE Globecom Workshops (GC Wkshps), Dec. 2018, pp. 1–6, doi: 
10.1109/GLOCOMW.2018.8644088. 
[20] S. Shubbar, “Ultrasound Medical Imaging Systems Using Telemedicine and Blockchain for Remote 
Monitoring of Responses to Neoadjuvant Chemotherapy in Women&#x2019;s Breast Cancer: 
Concept and Implementation,” Kent State University, 2017. 
[21] K. Mannaro, G. Baralla, A. Pinna, and S. Ibba, “A Blockchain Approach Applied to a 
Teledermatology Platform in the Sardinian Region (Italy),” Information, vol. 9, no. 2, p. 44, Feb. 
2018, doi: 10.3390/info9020044. 
[22] M. Ianculescu, A. Stanciu, O. Bica, and G. Neagu, “Innovative, Adapted Online Services that Can 
Support the Active, Healthy and Independent Living of Ageing People. A Case Study,” 
International Journal of Economics and Management Systems, vol. 02, Nov. 2017, Accessed: Mar. 
29, 2020. [Online]. Available: https://www.iaras.org/iaras/home/caijems/innovative-adapted-online-
services-that-can-support-the-active-healthy-and-independent-living-of-ageing-people-a-case-study. 
[23] T.-T. Kuo, H.-E. Kim, and L. Ohno-Machado, “Blockchain distributed ledger technologies for 
biomedical and health care applications,” J Am Med Inform Assoc, vol. 24, no. 6, pp. 1211–1220, 
Nov. 2017, doi: 10.1093/jamia/ocx068. 
[24] R. M. Brandon, M. Podhorzer, and T. H. Pollak, “Premiums without Benefits: Waste and 
Inefficiency in the Commercial Health Insurance Industry,” Int J Health Serv, vol. 21, no. 2, pp. 
265–283, Apr. 1991, doi: 10.2190/H824-R263-YL47-WRQD. 
[25] K. D. Mandl, D. Markwell, R. MacDonald, P. Szolovits, and I. S. Kohane, “Public standards and 
patients’ control: how to keep electronic medical records accessible but privateMedical information: 
access and privacyDoctrines for developing electronic medical recordsDesirable characteristics of 
electronic medical recordsChallenges and limitations for electronic medical 
recordsConclusionsCommentary: Open approaches to electronic patient recordsCommentary: A 
patient’s viewpoint,” BMJ, vol. 322, no. 7281, pp. 283–287, Feb. 2001, doi: 
10.1136/bmj.322.7281.283. 
[26] “Gorman-01.pdf.” . 
[27] A. Azaria, A. Ekblaw, T. Vieira, and A. Lippman, “MedRec: Using Blockchain for Medical Data 
Access and Permission Management,” in 2016 2nd International Conference on Open and Big Data 
(OBD), Vienna, Austria, Aug. 2016, pp. 25–30, doi: 10.1109/OBD.2016.11. 
[28] Q. Xia, E. B. Sifah, K. O. Asamoah, J. Gao, X. Du, and M. Guizani, “MeDShare: Trust-Less 
Medical Data Sharing Among Cloud Service Providers via Blockchain,” IEEE Access, vol. 5, pp. 
14757–14767, 2017, doi: 10.1109/ACCESS.2017.2730843. 
[29] H. Yang and B. Yang, “1-A Blockchain-based Approach to the Secure Sharing of Healthcare Data,” 
p. 12. 
15 
 
[30] H. Kaur, M. A. Alam, R. Jameel, A. K. Mourya, and V. Chang, “2-A Proposed Solution and Future 
Direction for Blockchain-Based Heterogeneous Medicare Data in Cloud Environment,” J Med Syst, 
vol. 42, no. 8, p. 156, Jul. 2018, doi: 10.1007/s10916-018-1007-5. 
[31] G. G. Dagher, J. Mohler, M. Milojkovic, and P. B. Marella, “3-Ancile: Privacy-preserving 
framework for access control and interoperability of electronic health records using blockchain 
technology,” Sustainable Cities and Society, vol. 39, pp. 283–297, May 2018, doi: 
10.1016/j.scs.2018.02.014. 
[32] X. Zhang and S. Poslad, “5-Blockchain Support for Flexible Queries with Granular Access Control 
to Electronic Medical Records (EMR),” in 2018 IEEE International Conference on 
Communications (ICC), May 2018, pp. 1–6, doi: 10.1109/ICC.2018.8422883. 
[33] T. K. Mackey and G. Nayyar, “A review of existing and emerging digital technologies to combat 
the global trade in fake medicines,” Expert Opinion on Drug Safety, vol. 16, no. 5, pp. 587–602, 
May 2017, doi: 10.1080/14740338.2017.1313227. 
[34] “Pharmaceuticals_Top_Markets_Reports.pdf.” . 
[35] “How blockchain will revolutionise clinical trials -,” Jun. 19, 2018. 
https://pharmaphorum.com/views-and-analysis/how-blockchain-will-revolutionise-clinical-trials-
clinical-trials/ (accessed Mar. 29, 2020). 
[36] M. Alsumidaie, “Blockchain Concepts Emerge in Clinical Trials.” 
http://www.appliedclinicaltrialsonline.com/blockchain-concepts-emerge-clinical-trials (accessed 
Mar. 29, 2020). 
[37] T. Nugent, D. Upton, and M. Cimpoesu, “Improving data transparency in clinical trials using 
blockchain smart contracts,” F1000Res, vol. 5, Oct. 2016, doi: 10.12688/f1000research.9756.1. 
[38] V. Buterin, “A NEXT GENERATION SMART CONTRACT & DECENTRALIZED 
APPLICATION PLATFORM,” p. 36. 
[39] D. G. Wood, “ETHEREUM: A SECURE DECENTRALISED GENERALISED TRANSACTION 
LEDGER,” p. 34. 
[40] M. Benchoufi, R. Porcher, and P. Ravaud, “Blockchain protocols in clinical trials: Transparency and 
traceability of consent,” F1000Res, vol. 6, Feb. 2018, doi: 10.12688/f1000research.10531.5. 
[41] R. and Markets, “Blockchain in Genomics | Global Market Analysis Through 2019-2029, Projecting 
a CAGR of 66.42%,” GlobeNewswire News Room, Oct. 22, 2019. 
http://www.globenewswire.com/news-release/2019/10/22/1933431/0/en/Blockchain-in-Genomics-
Global-Market-Analysis-Through-2019-2029-Projecting-a-CAGR-of-66-42.html (accessed Mar. 29, 
2020). 
[42] “Accelerating Genomic Data Generation and Facilitating Genomic Data Access Using 
Decentralization, Privacy-Preserving Technologies and Equitable Compensation | Blockchain in 
Healthcare Today,” Accessed: Mar. 29, 2020. [Online]. Available: 
https://blockchainhealthcaretoday.com/index.php/journal/article/view/34. 
[43] H. I. Ozercan, A. M. Ileri, E. Ayday, and C. Alkan, “Realizing the potential of blockchain 
technologies in genomics,” Genome Res., vol. 28, no. 9, pp. 1255–1263, Sep. 2018, doi: 
10.1101/gr.207464.116. 
[44] M. Mettler, “Blockchain technology in healthcare: The revolution starts here,” in 2016 IEEE 18th 
International Conference on e-Health Networking, Applications and Services (Healthcom), Sep. 
2016, pp. 1–3, doi: 10.1109/HealthCom.2016.7749510. 
[45] “SecuringIndustry.com - Applying blockchain technology to medicine traceability.” 
https://www.securingindustry.com/pharmaceuticals/applying-blockchain-technology-to-medicine-
traceability/s40/a2766/ (accessed Mar. 29, 2020). 
[46] V. Plotnikov and V. Kuznetsova, “The Prospects for the Use of Digital Technology ‘Blockchain’ in 
the Pharmaceutical Market,” MATEC Web of Conferences, vol. 193, p. 02029, Jan. 2018, doi: 
10.1051/matecconf/201819302029. 
[47] “JRP - Blockchain Technology for Detecting Falsified and Substandard Drugs in Distribution: 
Pharmaceutical Supply Chain Intervention | Sylim | JMIR Research Protocols.” 
16 
 
https://www.researchprotocols.org/2018/9/e10163/?utm_source=TrendMD&utm_medium=cpc&ut
m_campaign=JMIR_TrendMD_0 (accessed Mar. 29, 2020). 
[48] G. Trujllo and C. Guillermo, “The role of blockchain in the pharmaceutical industry supply chain as 
a tool for reducing the flow of counterfeit drugs,” Thesis, Dublin Business School, 2018. 
[49] M. Swan, “Blockchain Thinking : The Brain as a Decentralized Autonomous Corporation 
[Commentary],” IEEE Technology and Society Magazine, vol. 34, no. 4, pp. 41–52, Dec. 2015, doi: 
10.1109/MTS.2015.2494358. 
[50] “BurstIQ-whitepaper_07Sep2017.pdf.” . 
[51] “Medicalchain-Whitepaper-EN.pdf.” . 
[52] P. Snow et al., “Business Processes Secured by Immutable Audit Trails on the Blockchain,” p. 38. 
[53] D. Shorthouse, “GDPR Compliance using KSI® Blockchain,” p. 8. 
[54] “CoralHealth_WP.pdf.” . 
[55] C. McFarlane, M. Beer, J. Brown, and N. Prendergast, “Patientory: A Healthcare Peer-to-Peer EMR 
Storage Network v1.0,” p. 19. 
[56] “Robomed_Network_whitepaper.pdf.” . 
[57] “Updated  One for Use - White Paper.pdf.” . 
[58] “Blockpharma | Blockchain medication traceability solution.” https://www.blockpharma.com/ 
(accessed Mar. 28, 2020). 
[59] “TierionTokenSaleWhitePaper.pdf.” . 
[60] C. Staff, “White Paper: The Benefits of a Three-Tier Secure Identity Platform,” Medium, Nov. 15, 
2017. https://blog.chronicled.com/white-paper-the-benefits-of-a-three-tier-secure-identity-platform-
c3862d908799 (accessed Mar. 28, 2020). 
[61] B. Lee, “CDC Health Information Innovation Consortium February Forum,” p. 43. 
[62] D. Grishin, K. Obbad, P. Estep, M. Cifric, Y. Zhao, and G. Church, “Blockchain-enabled genomic 
data sharing and analysis platform,” p. 28. 
[63] “Gene-ChainVer1.pdf.” . 
[64] “doc.ai - Get the full picture of your health.” https://doc.ai/ (accessed Mar. 28, 2020). 
 
